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Learning about networks, especially the Internet, can easily become mind-numbing, largely because the field is so full of jargon and acronyms. While it isn't possible to escape this morass completely, we can make it somewhat more manageable by approaching the topic in two stages: (1) a single computer connected to the Internet and (2) a home network connected to the Internet. 

Every device connected to the Internet, no matter its location in the world, has a unique Internet Protocol (IP) Address. This is usually written as four three-digit numbers separated by periods, where the value of each number varies from 0 to 255. Although we usually think of a site's address as being its Uniform Resource Locator (URL), this is just a convenient representation. When you send a message to a URL, your computer uses a Domain Name System (DNS), usually a service provided by your Internet Service Provider (ISP), to find the associated IP address. For example, www.google.com is assigned the IP address 74.125.140.105. You, of course, must have your own IP address so that you can receive data. (You can find it by browsing the site http://whatismyipaddress.com/.) Your ISP assigns an IP address to your computer when you connect it to the Internet using a Dynamic Host Configuration Protocol (DHCP) service. This means that your ISP must own enough IP addresses to supply a unique one to each user, and normally each home users has only one. If you have only one computer and you plug it directly into the ISP's modem, this is sufficient.
Before introducing any more complexity, let's see what we can learn about our Internet connection. Use an Ethernet cable to connect your PC directly to the Wide Area Network (WAN) modem provided by your ISP. You will have to reboot your PC and probably the WAN modem to establish an Internet connection. If you use Windows, navigate through All Programs and Accessories to Command Prompt and type “ipconfig /all”. (The equivalent Linux and OS-X command is “ifconfig” or “ip”.) There are graphical programs that show the same information, but ipconfig puts it all on one screen. (The screenshot shows only the first portion the command's output.)
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C:\Usersn2nd>ipconfiy /all
indous IP Configuration

Host Name . . . . .
Prinary Dns Suffix

Aspire—One

Node Type . . . DITITII0 nybeia
IP Routing Enabledl 1 1 1 1111 :No
UINS Proxy Enabled. © 111111 :MNo

Echernet adapter Local Area Connection:

Connection-specific DNS Suffix
Description . . . . .. . .
Physical fddress. . . .

DHCP Enabled. . . .
Autoconfiguration Enabied
Link-local IPu6 Address .
IPud Address. . . - . .
Subnet Mask . . .

Lease Obtained. .
Lease Expires . .
Default Gateuay .
DHCP Server . . .
DHCPu6 IAID . .
DHCPu6 Client DUID

Realtek PCle FE Family Controller
94-7D-70-9-10-8

Yos

£080: :84ce:d90h:d53h 188711 (Preferred)
66.169.52.43CPreforred>

285.255.252.0

Sunday, June B2, 2813 2:08:22 PH

Sunday. June 62, 2613 3:08:22 PH
66.169.52.1

68114381114

285506939

: 00-01-80-81-17-2B-BF-C3-04-7D-7B-9A-BD-8A|

DNS Servers . . . . . . . . . . . : 24.178.162.3
66.189.0.108
24.217.261.67

NetBIOS over Tepip. . . . . . . . : Enabled





Fortunately, not all of the displayed data is important, but note the following items.

· DHCP is enabled and its server is located at 68.114.38.114, and the ISP hs used it to assign the IP address 66.169.52.43 to this particular PC.

· This address is valid for one hour (as shown by the Lease Obtained and Lease Expires times). Before the IP address lease expires, your PC will automatically request a renewal.

· The hard-wired address of the Ethernet interface in our PC is 04-7D-B-9A-BD-8A.

· One of the DNS servers at 24.178.162.3, 66.189.0.67, or 24.217.201.67 translates URL to IP addresses.

If ever you lose your Internet access, a good first step would be to repeat the above procedure to see whether the problem is in your home network or within your ISP.
However, many of us want to connect several devices to the Internet. How can we do this with only one IP address? There are blocks of IP addresses which never appear on the Internet, but are reserved for local use. The devices on most home networks use the addresses 192.168.1.x, where where x varies from 0 to 255. (The 1 in the third group could be replaced with any number from 0 to 255.) If your network is using the 192.168.1.x plan, it knows that any IP address in this range belongs to a local device and any IP address outside this range resides on the Internet. To make use of this, we purchase a router and connect our local network devices to it. It has a separate connector for a cable to our ISP's modem. The router, as its name suggests, directs any local messages to internal addresses and sends all others to the ISP, but first it changes their return address to the IP address the ISP has assigned. But this means that all incoming messages have the same IP address; how does the router get them to the correct local device? Each message has not only an IP address, but also a 16-bit port number, and the router changes the port numbers of the return addresses of outgoing messages. It keeps track of these and when an incoming message appears, changes its address to the appropriate local device and restores the original port number. This process is called Network Address Translation (NAT). 
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In the figure, our PC generates a message (1) to Google at 74.125.140.105 using Port 80. (It probably consulted an NDS to obtain Google's IP address.) In this case, the ISP has assigned us the IP address 66.169.54.135, and the router changes the return address to this (2) and changes the port to 637. When Google replies (3) to the only address and port it knows, the router consults its records and sees (4) that messages from Google to port 637 should be routed to local IP address 192.168.1.17 and Port 80. Your neighbor may also be using 192.169.1.17 as the local IP address for one of her PCs, but since her Internet IP address is not 66.169.54.135, she won't get your messages from Google.
If your home network includes a router, you should now reconnect it to the WAN modem and restore the original network connection for your PC. Again, use ipconfig /all (or ifconfig, as appropriate) and compare the results with those you obtained with the PC connected directly to the WAN modem. Again, the screenshot shows only the first portion of ipconfig's output.
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:\Users\n2nd>ipconfig /all
indous IP Configuration

Host Name . . . . . . 17-WIN64
Prinary Dns Suffix’ |

Node Type . . . i Hybrid
IP Routing Enabled. No
UINS Proxy Enabled. . No

fEchernet adapter Local Area Connection:

Connection-specific DNS Suffix
Deseription . - . - . . . . . Intel1CR> PRO/1888 MT Desktop Adapter
Physical Address. . 1 1 . 08-08-27-BC-62-88

DHCP Enabled. . . . . Yes

Autoconfiguration Enabied Yos

Link-local IPu6 Address £080: :7ca3:9hdf 1293612163711 (Preferred>
IPud Address. . . - . . 192.168.1.17CPreforred>

Subnet Mask . . . . . 255255 255.0

Lease Obtained. . . . Saturday, April @6, 2013 11:27:55 M
Lease Expires . . . . Sunday, April 07, 2013 11:27:55 AM
Default Gateway . . . 192.168.1.1

DHCP Server . . . . . 1921687111

DHCPu6 IAID . . . . | 235485351

. 00-01-80-81-18-5D-98-59-08-08-27-BC-62-88]

DHCPu6 Client DUID

DNS Servers . . . . 192.168.1.1
24.217.201.67
NetBIOS over Tepip. Enabled





Note the changes. (Ignore the change of Host Name and physical address; this is for a different PC.)

· The IP address now begins with 192.168.1, which is a local one, as is the default gateway.

· The DHCP server is now our router, which assigns all the devices with IP addresses of the form 192.168.1.x.

· There are two DNS servers, one in the router for local devices and one at the ISP for the Internet. (Note that the latter is one of the three we saw when connected directly.)
Zenmap (http://nmap.org/zenmap/), available for Linux, OS X, and Windows, is a very valuable tool for exploring your local network. Pay special attention in the following discussion of how you can limit its probes to your local network, as its activities can look like you are trying to hack any computer it probes. Some system administrators are quite sensitive to these, and using them could result in unpleasant conversations with your ISP or legal authorities. The screenshot shows the results of a simple ping scan of my local network. Note that the target was 192.168.1.0/24. My network uses the addresses 192.168.1.x, where x varies from 0 to 255. Each field in the IP address is actually an 8-bit number, and the /24 tells Zenmap that it should not change the first three fields. (Three fields times 8 bits equals 24.) Thus it probes all the addresses from 192.168.1.0 through 192.168.1.255. If we had specified 192.168.0.0/16, Zenmap would have probed 192.168.0.0 through 192.168.255.255, and while this wouldn't probe outside your local network, it could take a long time. The result is shown below.
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Scan Tools Profile Help

Target: |192.168.1.0/24 v | Profile: |Pingscan |~ Cancel
Command: nmap -sn 192.168.1.0/24
Hosts | Services | | Nmap Output | Ports /Hosts | Topology | Host Details | Scans

nmap 5n 192.168.1.0/24 : Details

Host

LA LR LR L I

my.router (19 | starting Nmap 6.60 ( http://nmap.org ) at
192.168.1.5 2013-04-06 13:49 EDT
152.168.1.17 | Nmap scan report for my.router (192.168.1.1)
Host is up (0.80061s latency).
192.168.1.10C  mpc address: 10:BF:48: 0 (Asustek Computer)
192.168.1.101 | Nmap scan report for 192.168.1.5
192.168.1.253 | Host is up (0.0013s latency).
MAC Address: C8:BC:(C8: C (Apple)
192:168.1254 | \pab scan report for 192.168.1.17
Host is up (0.00026s latency).

MAC Address: 08:00:27: :88 (Cadmus Computer
Systems)

Nmap scan report for 192.168.1.100

Host is up.

Nmap scan report for 192.168.1.101

Host is up.

Nmap scan report for 192.168.1.253

Host is up (0.0020s latency).

MAC Address: 00:12:17: :A8 (Cisco-Linksys

Nmap scan report for 192.168.1.254

Host is up (0.00066s latency).

MAC Address: A0:F3:C1:AE:82:96 (Tp-link

Technologies C0.)

Nmap done: 256 IP addresses (7 hosts up) scanned
» |in 7.56 seconds

Filter Hosts





Seven devices are operating; since the first three fields of their IP addresses are the same, I'll designate them by only the last field. Our router is located at 1; 5 is a PC with an Asustek motherboard; 17 is a Windows 7 PC, 100 is the Ethernet adapter and 101 the wireless card of my desktop PC; 253 is a wireless access point; and 254 a network switch. A ping scan is quite simple; we are just looking for an answer from each address. We can learn much more by performing an intense scan, which takes several minutes, compared to the few seconds for a ping scan, and the results fill several screens. Fortunately, Zenmap can sumarize its results graphically.
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Scan Tools Profile Help

Target: |192.168.1.0/24 | 7| Profite: |Intense scan | v |scan| |cancel

Command: nmap -T4-A-v192.168.1.0/24 J

Hosts | Services | |Nmap Output | Ports/Hosts | Topology | Host Details | Scans
I J P P

Host Hosts Viewer | Fisheye | Controls | Save Graphic
my.router (19
192.168.1.5

192.168.1.17
192.168.1.10C
192.168.1.101
192.168.1.253
192.168.1.254

Bs218125¢

192.168.1.253

neeeaes®

192.168.1.100
By router 192 1681

Filter Hosts |





Circles indicate computers, and squares indicate routers. The colors and sizes of the nodes indicate how many ports are open; a greater number of open ports implies a greater vulnerability to outside hacking. (Green is good, yellow less so, and red could be something to be concerned about.) The thickness of the line to localhost indicates the round-trip delay; thick means slow. (I made this probe from the PC with addresses 100 and 101, so delays can't be measured here.) The square yellow icon is a padlock indocating that some of the ports are filtered, which lessens the vulnerability to hacking. Finally, the square blue icon indicates a wireless access point. (Clearly, the detection isn't perfect, because 253 is also a WAP.)
The host details tab shows what Zenmap has found about a particular computer.
[image: image6.jpg]® - o Zzenmap
Scan Tools Profile Help

Target: |192.168.1.0/24 | v | Profile: [intense scan v | |scan| |cancel

Command: |nmap -T4-A-v192.168.1.0/24

Hosts | Services |

¥ 192.168.1.253

Nmap Output | Ports / Hosts | Topology | Host Details | Scans

0s  Host
A my.router (19 ¥ Host Status
® 19216815 25z up
1 192.168.1.17 Openports: 1
@ 192.168.1.10¢ Filtered ports: 0
@ 192.168.1.101 Closed ports: 999
Scanned ports: 1000
U 192.168.1.254 Uit 786384 G
Lastboot:  ThuMar2811:47:52 2013
V Addresses
1PV4; 192.168.1.253

IPV6:  Notavailable
MAC: 00:12:17:7A:BS:A8

¥ Operating System
Name:  Linux 2.4.18-2.4.35 (likely embedded)

Filter Hosts

¥ Ports used

Port-Protocol-State:
Port-Protocol-State:
Port-Protocol-State:

P Os Classes
> TCP Sequence
> IP ID Sequence
> TCP TS Sequence

> Comments

80-tcp-open
1-tep-closed
44159-udp - closed





In this case (the WAP), the operating system is Linux and the one open port is 80.
Zenmap can also show you the route your data takes as it travels to its final destination. For example, let's again use www.google.com at 74.125.140.105. We enter this into the target box and select Quick traceroute as the scan. The screenshots show both the text and graphic results.
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Target: |74.125.140.105 v | Profile: |Quick traceroute v Cancel
Command: |nmap -sn -traceroute 74.125.140.105
Hosts || Services | | Nmap Output | Ports / Hosts | Topology | Host Details | Scans
nmap -sn —traceroute 74.125.140.105 =t Details‘

0S  Host =)

W ye(74.125.14
Starting Nmap 6.00 ( http://nmap.org ) at 2013-84-67 14:45 EDT
Nmap scan report for ye (74.125.148.105)
Host is up (0.021s latency).

TRACEROUTE (using port 86/tcp)

HOP RTT ADDRESS

1 2.05ms my.router (192.168.1.1)

2 9.06 ms 10.189.162.1

3 9.46 ms dtrelwvvlnc (96.34.93.0)
4 10.13 ms crrelahvinc (96.34.67.101)
5 13.26 ms crro2gnvlsc-tge-0-7-6-1.gnvl.sc.charter.com (96.34.65.233)
6

7

8

9

15.03 ms crri2gnvlsc-tge-0-1-0-6.gnvl.sc.charter.com (96.34.92.32)
18.62 ms bbrolgnvlsc (96.34.2.54)
15.49 ms bbrolspbgsc (96.34.0.42)
25.29 ms bbro2atlnga (96.34.0.40)

10 20.08 ms prrolatlnga (96.34.3.19)

11 18.28 ms 72.14.220.17

12 18.26 ms 64.233.174.2

13 19.93 ms 66.249.94.6

14 20.61 ms 209.85.248.53

15 ..

16 20.61 ms ye (74.125.140.105)

+) | Nmap done: 1 IP address (1 host up) scanned in 3.18 seconds
Filter Hosts





In this case, our test message made 16 hops on its way to Google, although other tests would provide slightly different results. You can also view these results graphically, but I find the text output easier to understand and to be more complete. There are other network tools, but Zenmap is included in the Parted Image toolkit (discussed in my April 2012 article, available at http://www.bcug.com.), which I always have it with me. There is extensive documentation for this useful program on the Zenmap Web site, accessible through the Help menu button visible in the screen-shots.
Taking a few minutes to explore your home network will remove much of its mystery and could prove valuable in solving future problems.
